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• Leader of EOSC CZ open working group Core Services.

• https://www.eosc.cz/en/working-groups/core-services

• Leader of end-user-services oriented work packages in 

the NRP project.

• https://www.eosc.cz/en/projects/national-repository-

platform-for-research-data-os-i-nrp/national-repository-

platform

• Open Science support team member 

at CERIT-SC | ICS MU

• Focus on data management and FAIR data support.

• Including sensitive data (SensitiveCloud).

• Good coffee and tea lover.
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Context

2025-12-03 FAIR on the First Try 4



2025-12-03 FAIR on the First Try 5

Source: https://www.fosteropenscience.eu/node/1420

Open Science

https://www.fosteropenscience.eu/node/1420


Research Data Life-Cycle
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Research Data Life-Cycle

     

     

        

       

       

    

       

Source: ELIXIR RDMkit, https://rdmkit.elixir-europe.org/

• What data do you (re)use?
• Including licenses that allow you to do so.

• What data do you generate and how?

• Where do you store, backup, and long-term archive
data?

• How do you permanently and uniquely identify it?

• How do you process it?

• How do you analyze it?

• Where do you publish and share it?

• Who pays for all of this?

• What are the data really about?

• What are the data suitable (or unsuitable) for?

• Who can reuse the data?

• What specific data support your results?

• How can they be used to repeat your experiments, 
etc.?

https://rdmkit.elixir-europe.org/
https://rdmkit.elixir-europe.org/
https://rdmkit.elixir-europe.org/


Data, Managed Data, 
FAIR Data, Open Data…
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Research Data Levels

• FAIR principles:

• Findable

• Accessible

• Interoperable

• Reusable

Data

Source: FAIR příručka pro data steward komunitu v ČR, https://doi.org/10.71495/hxfc-6f57

https://doi.org/10.71495/hxfc-6f57
https://doi.org/10.71495/hxfc-6f57
https://doi.org/10.71495/hxfc-6f57
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5-Stars Deployment Scheme for Open Data
★ Make your stuff available on the 

Web (whatever format) under an 

open license.

★★ Make it available as structured 

data (e.g., Excel instead of image 

scan of a table).

The dataset is provided in a 

machine-readable format that 

allows automated machine 

processing.

★★★ Make it available in a non-

proprietary open format (e.g., 

CSV instead of Excel).

★★★★ Use URIs to denote things, so 

that people can point at your 

stuff.

★★★★★ Link your data to other data to 

provide context.

Source: FAIR příručka pro data steward komunitu v ČR, https://doi.org/10.71495/hxfc-6f57

In 2010, Tim 

Berners-Lee 

published a 

system for 

assessing the 

openness of linked 

data, the so-called 

5-Star Linked Open 

Data.

https://doi.org/10.71495/hxfc-6f57
https://doi.org/10.71495/hxfc-6f57
https://doi.org/10.71495/hxfc-6f57
https://5stardata.info/en/
https://5stardata.info/en/
https://5stardata.info/en/
https://5stardata.info/en/
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FAIR Principles
• FAIR is an abbreviation of the four English adjectives 

denoting these principles.

• Findable

• For people and machines.

• We need (machine-readable) metadata that is available 

to search engines/users.

• We need unique persistent identifiers (PIDs).

• Accessible

• Technical solution for access to data and metadata –

use standard open protocols (e.g. https://) common in 

the field.

• The data does not have to be freely accessible – then the 

authentication mechanisms should be common and 

standard (e.g. OpenID Connect) in the field.

• If the data itself is inaccessible (not public or has been 

deleted), at least the metadata should be freely available 

(for Findable and audit-record of the deleted data).

• Interoperable

• Similar to Accessible, but not about access protocols, but 

about the data itself.

• Data and metadata in machine-readable open formats 

common in the field.

• Other data/metadata should be referenced using 

standard persistent identifiers.

• Reusable

• Rather the goal we are aiming at in the previous points, 

rather than a separate principle.

• Clear declaration of license, use of open licenses (e.g. 

CC0, CC-BY).

• Data and metadata in industry-standard and usable 

formats.

• Provenance metadata – a relatively new area dealing 

with the metadata record of all operations with data from 

their inception to the present.

https://www.go-fair.org/fair-principles/

https://www.go-fair.org/fair-principles/
https://www.go-fair.org/fair-principles/
https://www.go-fair.org/fair-principles/
https://www.go-fair.org/fair-principles/
https://www.go-fair.org/fair-principles/
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FIP Mini-Questionnaire https://www.go-fair.org/how-to-go-
fair/fair-implementation-profile/

                     

                           

                        

                

                                          

                        

                    

                                                              

                                                                                                                         

                                                                                                   

                                                                    

                                                                                                                                       

                                                                           

                                                                   

                                                                                                     

                                                                                             

                                                                                                                            

                                                                                                                    

                                                             

                                                                                                                                               

                                                                                                                                       

                                                                                                    

                                                                                          

                                                                               

                                                                   

                                                                               

                                                                       

                                                                                                             

                                                                                                      

Building your FAIR implementation profile.
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    Data Management Plan (DMP) 
in Research Project Calls



• Requirements for compliance 

with Open Science principles

have already been established 

as a standard part of research 

project calls.

• Often mandatory and optional 

principles:

• Mandatory: Open Access, Data 

Management (DMP)

• Optional: Citizen Science, Open 

Source, Preprints, …

• DMP is a living document: 

Regular updates are expected.

2025-12-03 FAIR on the First Try 14

Open Science and Projects



• https://hdl.handle.net/11353/10.1139

743

• DMP from the area of Social 

Sciences.

• Audio and video data, transcription of 

interviews.

• Restricted access to the data.

• Use of existing data + collection of 

own data.

• Continuous updating of the DMP.

• Changes are summarized in a table.

• Migration of some of the data to the 

UK.

• Data saved encrypted in MS O365 

Teams.

• Ethic aspects are described in a 

standalone document referenced 

from the DMP.

• Joined project of multiple institutions 

→ explicit definition of 

responsibilities.

• Nice description of data protection.

• Information on anonymization 

procedures in the DMP appendix.

• Documentation and produced 

publications (including project 

website) are covered in the DMP.

• Description of the used hardware and 

software could be more detailed.

• Nevertheless, the backup process 

and strategy are described.

• Described intellectual properties and 

QA process.
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ENLIVEN (‘Encouraging Lifelong Learning for an Inclusive 
and Vibrant Europe’) Data Management Plan

https://hdl.handle.net/11353/10.1139743
https://hdl.handle.net/11353/10.1139743
https://hdl.handle.net/11353/10.1139743
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Create New or Reuse 
Existing Data



• Check the licence if you are going to 

reuse an existing data/software!

• The ELIXIR Research Data 

Management Kit (RDMkit)

• https://rdmkit.elixir-europe.org/

• Online guide to data management in the life 

sciences.

• Links to several external sources.
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Create New or Reuse Existing Data
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Tools and Resources to 
Support FAIR Principles



JupyterLab

• https://jupyter.org/

• Documented data processing to enable sharing.
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Tools and Resources to Support FAIR Principles

https://jupyter.org/
https://jupyter.org/


DataLad

• https://www.datalad.org/

• DataLad is a free and open-source distributed data management system that keeps track 

of your data, creates structure, ensures reproducibility, supports collaboration, and 

integrates with widely used data infrastructure.
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Tools and Resources to Support FAIR Principles

https://www.datalad.org/
https://www.datalad.org/


OneData

• https://onedata.org/

• Perform heavy computations on huge datasets. Access your data in a 

dropbox-like fashion regardless of its location. Publish and share your 

results with public or closed communities.
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Tools and Resources to Support FAIR Principles

https://onedata.org/
https://onedata.org/
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Where to Store Research Data



• Centrally managed by Institute of Computer Science

• https://it.muni.cz/en/categories/data-storage

• Recommendations their use:

• Data type categorization.

• Storage technology categorization.

• Matrix of suitability of different storages for different types of data.

Example: Storages at MU and 
Recommendations for their Use
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STORAGE TYPE USAGE

GREEN:

PUBLIC DATA

BLUE:

INTERNAL DATA

ORANGE: DISCRETE DATA RED: SENSITIVE DATA

PORTABLE MEDIA (FLASH DRIVES, 

EXTERNAL HDD, CD, DVD, ...)

Appropriate Possible

Encryption 

recommended

Inappropriate

Possible when using 

encryption

Inappropriate

LOCAL STORAGE

IN COMPUTERS (DESKTOP, 

LAPTOPS)

Appropriate Appropriate Appropriate

Encryption recommended

Inappropriate

possible in well-justified cases, when 

performing an individual analysis, using 

encryption and applying other security 

measures resulting from the analysis

IN MOBILE DEVICES (MOBILE 

PHONES, TABLETS, ...)

Appropriate Appropriate

Screen lock required 

(pattern, fingerprint 

reader, PIN, 

password)

Possible

Encryption required

Strong screen lock required 

(fingerprint reader, PIN, 

password)

Inappropriate

possible in well-justified cases, when 

performing an individual analysis, using 

encryption and applying other security 

measures resulting from the analysis

ICS NETWORK AND CLOUD STORAGE

(SO-CALLED STANDARD AND MEDIUM 

NETWORK STORAGE, SEE IT CATALOGUE, 

CERIT-SC STORAGE)

Appropriate Appropriate Appropriate Appropriate

It is recommended to perform an individual 

analysis, use encryption and apply other 

security measures that result from the analysis

Example: Storages at MU – Suitability 
of storage for different types of data
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Example: Storages at MU – Suitability 
of storage for different types of data

STORAGE TYPE USAGE

GREEN:

PUBLIC DATA

BLUE:

INTERNAL DATA

ORANGE: DISCRETE 

DATA

RED: SENSITIVE DATA

IS MUNI REPOSITORY

(E.G. DOCUMENT SERVER, FILE 

DEPOSITORY, ETC.)

Appropriate Appropriate Appropriate Appropriate

It is recommended to perform an 

individual analysis, use encryption and 

apply other security measures that result 

from the analysis

CESNET STORAGE

(E.G. CESNET ARCHIVE STORAGE, 

OWNCLOUD, FILESENDER, ..., SEE CESNET 

DATA STORAGE DEPARTMENT)

Appropriate Appropriate Appropriate Appropriate

It is recommended to perform an 

individual analysis, use encryption and 

apply other security measures that result 

from the analysis

EXTERNAL STORAGE

WITH A CONTRACT WITH MUNI

MUNI MICROSOFT O365

(MUNI O365 ONEDRIVE, 

SHAREPOINT, ..., VIZ MUNI 

O365)

Appropriate Appropriate Appropriate

Encryption recommended

Possible

only with adequate procedural coverage 

of the situation based on an individual 

analysis and the application of security 

measures that result from the analysis

MUNI GOOGLE G SUITE FOR 

EDUCATION

(SEE MUNI GOOGLE APPS)

Appropriate Appropriate Inappropriate

Possible when using 

encryption

Inappropriate

GRAMMARLY Appropriate Appropriate Inappropriate Inappropriate

WITHOUT A CONTRACT WITH MUNI

PUBLIC GOOGLE, 

MICROSOFT, DROPBOX, ... 

STORAGES

Appropriate Inappropriate Inappropriate Inappropriate
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• Topical, national, institutional, catch-the-all, …

• A common procedure for working with research data is to divide it 

by disciplines, not by country or institution.

• We do not consider national/institutional/... specifics, but research topic specifics.

• If we are dealing with a project/institutional/national standard, we 

must be compatible with international industry practices.

• Industry standards are addressed by, for example, EOSC Task Forces: 

https://www.eosc.eu/task-force-faq

Repositories for Research Data: Types

2025-12-03 FAIR on the First Try 26
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• Repository directories:

• Open Access Repositories: OpenDOAR

• Data repositories: re3data.org

• OpenAIRE: How to find a trustworthy repository for your data

• Trusted certified repositories are preferred.

• CoreTrustSeal (list of certified repositories).

• Nestor Seal (verification according to DIN 31644).

• ISO 16363.

• For example, the well-known Zenodo has no certification…

• The most used general repositories include

• Zenodo,

• Figshare, or 

• Dryad.

How to Find/Select a Data Repository

2025-12-03 FAIR on the First Try 27
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https://v2.sherpa.ac.uk/opendoar/
https://www.re3data.org/
https://www.coretrustseal.org/
https://www.coretrustseal.org/
https://www.coretrustseal.org/why-certification/certified-repositories/
https://www.langzeitarchivierung.de/Webs/nestor/EN/Home/home_node.html
https://www.langzeitarchivierung.de/Webs/nestor/EN/Home/home_node.html
http://www.iso16363.org/
http://www.iso16363.org/
https://zenodo.org/
https://zenodo.org/
https://zenodo.org/
https://figshare.com/
https://figshare.com/
https://datadryad.org/stash/
https://datadryad.org/stash/
https://www.re3data.org/browse/by-subject/
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• Will the repository assign a persistent identifier (e.g. 

DOI) to your data?

Persistent identifiers make your data easier to find and 

cite.

• Is the repository trustworthy/certified?

With certified repositories, you can be more sure that 

your data is well taken care of.

• Does the selected repository provide open access to the 

stored data?

If you want to share your data openly, then this is the 

key information.

• Will the repository license your data? Does it state clear 

conditions under which the data stored in the repository 

can be used?

It's important that users of your data know how they can 

handle it.

• Will the repository provide a landing page for your data?

Metadata will help others find the data, find out what the 

data is, and also how to cite it.

• Does the repository allow versioning?

If you update your dataset, you can upload the updated 

version as a new version to the original dataset. The 

new dataset is assigned its own persistent identifier and 

users can easily find out what the latest version is or 

which version was used in the original study.

What to Look Out for 
when Choosing a Repository
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Persistent Identifiers (PIDs)



• They are supposed to ensure the separation of the 

identification of the object as such,

• person,

• institution,

• publication,

• dataset,

• from its current physical location.

• Example – dataset https-set

• Dataset identifier: https://doi.org/10.48791/4mxp-r725

• Current physical location: 

https://ucnmuni.sharepoint.com/teams/mu-UVT-

https-

set/Shared%20Documents/Forms/AllItems.aspx?id=%

2Fteams%2Fmu%2DUVT%2Dhttps%2Dset%2FShared%

20Documents%2Fhttps%2Dset%2Dv1%2E0%2E0&p=tr

ue&ga=1

• The physical location is likely to change in the future –

a move to the National catch-all data repository, is 

being considered.

• Changes don't matter – users are always presented 

with a link to the data being DOI 10.48791/4mxp-r725, 

which always takes them to the current location.

2025-12-03 FAIR on the First Try 30

Persistent Identifiers (PIDs)
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• They are intended to ensure 

clarity.

• Example – names of natural 

persons:

• Multiple forms of writing the 

name of one physical person.

• Multiple different individuals 

with the same name.

• They are intended to ensure 

persistence.

• Metadata physically located 

with a third party, 

independent of the physical 

location of the referenced 

entity.

• The identifier‘s owner takes 

care of updating the 

metadata and updating the 

route to the current location.

• The third party is responsible

for preserving the latest 

version and history of the 

metadata and the existence

of the identifier itself, even if 

the owner of the identifier 

stops caring for it. And even 

if the identified entity is not 

retained as such.

2025-12-03 FAIR on the First Try 31

Persistent Identifiers (PIDs)

Source: Authors‘ database of the project DML-CZ

https://dml.cz/
https://dml.cz/
https://dml.cz/


• People

• ORCID: https://orcid.org/

• Example: 0000-0001-6399-5453

• Institutions

• ROR: https://ror.org/

• Example: 02j46qs45

• Publications

• DOI: https://www.crossref.org/

• Example: 10.5817/CP2022-3-1

• Datasets

• DOI: https://datacite.org/

• Example: 10.48791/4mxp-r725

• Handle: https://handle.net/

• Example: 11222.digilib/130328

• Books

• ISBN: https://www.isbn-international.org/

• Example: 978-3-16-148410-0

• Journals

• ISSN: http://portal.issn.org/

• Example: 0378-5955

• Business articles

• EAN13: https://www.gs1.org/standards/barcodes/ean-

upc

• Example: 5901234123457

• Inhabitants of the Czech Republic

• Birth Number (~Social Security Number):

https://www.zakonyprolidi.cz/cs/2004-302/

• Example: 736028/5163
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Popular PIDs

Source: VaGla, CC BY-SA 3.0 <http://creativecommons.org/licenses/by-
sa/3.0/>, via Wikimedia Commons

https://orcid.org/
https://orcid.org/0000-0001-6399-5453
https://orcid.org/0000-0001-6399-5453
https://orcid.org/0000-0001-6399-5453
https://orcid.org/0000-0001-6399-5453
https://orcid.org/0000-0001-6399-5453
https://orcid.org/0000-0001-6399-5453
https://orcid.org/0000-0001-6399-5453
https://ror.org/
https://ror.org/02j46qs45
https://www.crossref.org/
https://doi.org/10.5817/CP2022-3-1
https://doi.org/10.5817/CP2022-3-1
https://doi.org/10.5817/CP2022-3-1
https://doi.org/10.5817/CP2022-3-1
https://doi.org/10.5817/CP2022-3-1
https://datacite.org/
https://doi.org/10.48791/4mxp-r725
https://doi.org/10.48791/4mxp-r725
https://doi.org/10.48791/4mxp-r725
https://handle.net/
https://hdl.handle.net/11222.digilib/130328
https://www.isbn-international.org/
https://www.isbn-international.org/
https://www.isbn-international.org/
http://portal.issn.org/
https://www.gs1.org/standards/barcodes/ean-upc
https://www.gs1.org/standards/barcodes/ean-upc
https://www.gs1.org/standards/barcodes/ean-upc
https://www.zakonyprolidi.cz/cs/2004-302/
https://www.zakonyprolidi.cz/cs/2004-302/
https://www.zakonyprolidi.cz/cs/2004-302/
http://creativecommons.org/licenses/by-sa/3.0/
http://creativecommons.org/licenses/by-sa/3.0/
http://creativecommons.org/licenses/by-sa/3.0/
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European Open Science Cloud 
(EOSC)

     

     

        

       

       

    

       

Source:      R RD kit, https:  rd kit e i ir  europe or  
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This is a figurative 
checkmark in your career

Published paper

This ALSO is a figurative 
checkmark in your career

Published data
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National Data Infrastructure (NDI)
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NDI Outputs: Storage Capacities
Repositories

• Catch-all repository (2025) 

• Thematic (domain-specific) repositories

4 pilots: Molecular Biophysics Database*, National Repository for Biodiversity Data, 

Repository for Biological Imaging Data, ArchaeoVault (end of 2025)

• Others from 2025/2026

• National Metadata Directory

Repository systems

• CESNET Invenio, CLARIN-DSpace, ASEP-ARL

Hardware

• Physical, distributed storage infrastructure

• Total of 50+ PB of user data storage capacity

36

* in production mode already
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https://mbdb-data.org/

https://datarepo.eosc.cz/
https://datarepo.eosc.cz/
https://datarepo.eosc.cz/
https://datarepo.eosc.cz/
https://nma.eosc.cz/
https://nma.eosc.cz/
https://mbdb-data.org/
https://mbdb-data.org/
https://mbdb-data.org/


AI-ready (Valuable) Data

VALUABLE SCIENTIFIC RESULT

Machine actionable (metadata)

= AI-ready record (dataset)

Your (author)

Citable (DOI) + Findable

Reusable (licence)

Accessible + Interoperable
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• Support for data management planning (DMP).

• Metadata profile management.

• Support for license handling.

• Support for working with persistent identifiers.

• Support for FAIRification of research data.

• Automation of data collection.

• Electronic laboratory notebooks.

• Overall cybersecurity and system compliance.

39

NDI Outputs: Tools and Services 
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https://dmp.eosc.cz/
https://identifikatory.cz/cs/
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Data Access Control

2025-12-03

• FAIR Data, “As open as possib e, 

as closed as necessary” 

• We need precise access control to 

data, metadata, services.

• Federative system – use your 

institutional identity, your well-

known authentication web page.

• Effective collaboration across 

institutions, individua s, …

FAIR: Accessible



Authentication and Authorization 
Infrastructure

• Access and identity management

• Group and role management 

• Permission assignment 

https://perun-aai.org/

Enabling users from different institutions to easily access data and services.
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https://perun-aai.org/
https://perun-aai.org/
https://perun-aai.org/


SensitiveCloud
Secure environment for storing, sharing 

and processing sensitive data.

• Primarily designed for work with your own sensitive data.

• Gradually extended to support controlled data sharing.

• Main technical component for handling sensitive data within NDI.

• Includes storage, computing resources and support for ready-to-use web 

applications.

SensitiveCloud
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https://www.cerit-sc.cz/infrastructure-services/sensitivecloud
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Automation of Data and 
Metadata Collection

2025-12-03

FAIR: Accessible, 
Interoperable, 

Reusable
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Support for Data Management 
Planning

• We expect integration 

of tools like Data 

Stewardship Wizard

(DSW) directly to the 

platform.

• https://dmp.eosc.cz/

• Integration allows 

effective re-use of 

available (meta)data.

https://dmp.eosc.cz/
https://dmp.eosc.cz/


• Automate as much as possible.

• API and machine-readability for data and 

metadata.

• As much as possible read from metadata 

of the datasets, from infrastructure 

configuration, …
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Machine-Actionable

FAIR: Findable, 
Accessible, 

Interoperable



Persistent Identifiers

https://identifikatory.cz/en/
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https://identifikatory.cz/en/
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Support Work with Licenses

2025-12-03

• Templates of deposition licenses governing 

the rules for upload of datasets to 

repositories.

• License chooser for users‘ datasets on 

upload.

• Fra ework for dataset‘s license-based 

access control to dataset with limited 

access.

• Integration and machine actionability.

• Connection to data management, access 

contro , …

FAIR: Reusable
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Managing Metadata Profiles in NRP

2025-12-03

• https://dataspecer.com/

• Research data metadata profiles:

• What happens, when

• DCAT v2 → DCAT v3?

• DCAT-AP v2.1.1 → DCAT-AP 3.0.1?

• DataCite 4.4 → DataCite 4.5?

• We want changes to be propagated 

automatically.

Research data

W3C 
DCAT

DCAT-
AP

DCAT-
AP-CZ

DataCite

CiteDCAT-
AP

CCMM

CCMM
Material 
Science

CCMM
Microscopy

…

…

CCMM
Biosamples

To be 
createdCCMM: Czech Core 

Metadata Model

FAIR: Interoperable

https://dataspecer.com/
https://dataspecer.com/
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Managing Metadata Profiles in NRP

2025-12-03

• https://dataspecer.com/

• But also

• profile compliance validation 
( ),

• description of changes in 
specifications (Δ),

• change propagation mechanism 
( ),

• implementation in tools.

Research data

W3C 
DCAT

DCAT-
AP

DCAT-
AP-CZ

DataCite

CiteDCAT-AP

CCMM
CCMM

Material 
Science

CCMM
Microscopy

…

…

CCMM
Biosamples

Δ

Δ

Δ

Δ

CCMM: Czech Core 
Metadata Model

FAIR: Interoperable

https://dataspecer.com/
https://dataspecer.com/


NDI Outputs: Summary
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Computing capacitiesTools and servicesStorage capacities
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Useful Links and Contacts

EOSC CZ Website • Any questions?

o info@eosc.cz

• Ideas for a lecture or a training?

o events@eosc.cz

• Get in touch with our PR

o pr@eosc.cz

@EOSC Czech Republic @eosccz.bsky.social
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EOSC CZ Newsletter
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https://www.eosc.cz/en
mailto:info@eosc.cz
mailto:Events@eosc.cz
mailto:Events@eosc.cz
mailto:pr@eosc.cz
mailto:pr@eosc.cz
https://www.eosc.cz/o-nas/newsletter


Thank you 
for your attention
E: ruzicka@ics.muni.cz
E: info@eosc.cz W: www.eosc.cz/en

Source: Communicate_communication_conference_2028004 by OpenClipart-Vectors from Pixabay

https://pixabay.com/images/id-2028004/
https://pixabay.com/users/openclipart-vectors-30363/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2028004
https://pixabay.com/users/openclipart-vectors-30363/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2028004
https://pixabay.com/users/openclipart-vectors-30363/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2028004
https://pixabay.com/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=2028004
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